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Using Technology to Improve Security at Wellington City Council

Background

An audit conducted in 2000 identified funda-
mental shortcomings in the existing security
system.

Four years later a successful project has de-
livered the most up-to-date, integrated access
control and Close Circuit Television system in

New Zealand and is the largest site using
Cardex"" technology.

The system now controls nearly 2000 inputs
and outputs (onsite and offsite eg door, du-

ress and intruder alarms) and 350 electronic
doors for 2000 card-holders. It also provides
easy access to simultaneous live video foot-

age from 108 high resolution cameras through Old control room now a dedicated space for

integrated Cieffe digital video recorders.

The need for the project
Existing system
Access control

Inadequate capacity.

Prone to breakdowns. Power supply unreli-
able.

Near the end of its lifespan.

Only able to be accessed from one location.

Only one company had the knowledge to
provide service.

Five dedicated data lines cost $500 per month
each to monitor.

Data only viewable from control room.

No documentation on the system architecture.
No online staff support.

Close Circuit TV and video recording
system

70 analogue cameras producing one image
every 5.2 seconds.

Cameras and video recorders at the end of
their life.

Control room

Below industry standards.

issuing access cards.

New system
Deliverable

Able to control (remotely) all doors and alarms
at 7 sites (minimum).

That would be reliable (with an un-interrupted
power supply).

With a 10-15 year lifespan.

Able to be accessed by both the security man-
ager (from his office) and a central control room.

Able to be serviced by multiple providers.

With the reduced maintenance costs of a high
speed broadband internet connection.

Accessible on the Security Manager and
Assistant Manager’s PC.

Fully documented system architecture.
Online standard operating procedures.

Deliverable

108 digital cameras with capability to produce
simultaneous live video recordings.

Greatly enhanced range and clarity using new
CCTV.

Deliverable

Up to highest industry standards.
See Appendix A.



Using Technology to Improve Security at Wellington City Council

Expected benefits
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Innovative solutions

Lower costs

Reliable, accurate and
evidential data. Video
images for investiga-
tions and Police (if
required)

Greatly enhanced tool
for security team

Improved security for
citizens, Council Staff
and building assets

Effective project management techniques
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Technique

Break project into manageable chunks:
1. Access Control

2. CCTV and video

3. Control room improvements.

Appoint a supplier who is innovative and
can work in partnership with the Council.

Gain buy-in at each stage from senior man-
agement.

Ensure effective communication.
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How did this help?

Made it easier to obtain the funding.
The three distinct parts were run concurrently.

Nedax had the attitude that if it didn’t exist they
would go and make it. (See Appendix B for
criteria for awarding the contract)

This helped ensure the project was supported
throughout the organisation and awareness
about progress was high.

The project manager kept all parties informed
at all stages and managed their expectations.
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Buy-in from stakeholders and communications

Project Role Name WCC Position Communication

Project Sponsor Senior Management Team Weekly updates from
Project Manager and
Project Owner

Project Owner John Hosegood Manager, Property and Weekly updates from
Standards the Project Manager
Project Manager lan Gilbert Security Manager n/a
Primary stakeholders Garry Poole CEO Personal contact by
Project Manager as
Various Unit Managers required
Stakeholders Ruben Ihaia Assistant Security Verbal updates
Manager
Armourguard staff contracted security
guards
Other stakeholders All staff n/a Use of enterprise wide

electronic newsletter
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Removal of the Cave Troll viewed through Civic Square security camera.
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Innovation/Zoriginality

The Council worked with its suppliers, Nedax and Cieffe, to achieve all the
deliverables of the project. During the project, innovations evolved in response to the
following problems:

Problem Innovation

(see Appendix C, D and Diagram below)
Inability to expand existing Council local Created a separate 1 Gb LAN with copper
area network to include the new system. redundancy dedicated to the security system.

Need to install 90 co-axial cables, adding | Access control and CCTV data routed down the
an extra $40,000 to the cost of the project |same fibre-optic cable.
and requiring major renovations.

Needed one system to integrate all Cardax™ Access Control system integrated
requirements and facilitate monitoring. access control and alarms management, intruder
alarm monitoring, intercom and photo identification.

Integrated Security System Data Flow
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Successful results (financial and non-financial)
All project objectives were met.

Financial Non-Financial

Project delivered on time, in full and within  Increased coverage and monitoring.
budget.

Savings in staff budget as the system can  Improved security at Civic Complex and
be managed remotely. Fewer unneces- remote sites.
sary after hours call outs.

Five sites costing $440 per month to Extensive reporting capability drawing on
monitor replace five dedicated data lines comprehensive audit trail.
costing $2,500 per month to monitor.

Security staff feel supported in their roles
with on-line standard operating
procedures.

Frontline Council staff are more secure.

More effective surveillance has reduced
theft and facilitated investigations.

The technology and learning from this
project can be transferred to other public
sector agencies.

A good, sensible and right thing to do

The project has future-proofed the Council with the installation of leading edge
technology and a system which can evolve over time (ie a period of at least ten years).

Several external organizations, including NZ Police, Parliamentary Services, the Reserve
Bank and National Archives have been impressed with the system and are interested in
replicating it.

‘The foresight of the system'’s potential will continue to benefit Wellington city for many
years to come.’ Tony Philips, Cardax/Nedax.

‘It's fantastic—it's easy to use and | draw on the information held in the system regularly.’
lan Gilbert, Wellington City Council Security Manager.

Video recordings from CCTV cameras.
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Appendices

Appendix A
NZ Security Association (Inc) Code of Practice for Alarm Monitoring Stations.

Appendix B
Criteria for Awarding the Contract.

Appendix C
Cardax/Nedax Network Solution—technical details.

Appendix D
Cardax Spectiva HLI—specifications.

Appendix E
Integrated Cardax Cieffe System at Wellington City Council (chart).

For help or feedback

lan Gilbert, Security Manager: 04 801 3974
Elizabeth Chin, Standards Team: 04 801 3806




